The Road to
Chip & PIN

An Overview for Merchants




Canada is joining a global
movement that will lay the
foundation for universal
commerce.

VISA chip cards can help enable people to pay and In Canada, PIN will replace signature to authenticate

Merchants play a crucial role in ensuring the necessary merchants to be paid anywhere, anytime and any way a VISA cardholder at the point-of-sale.
payment infrastructure is in place to provide consumers they want. The combination of chip cards and PIN will provide merchants
— Canadian and international — with opportunities to A chip is essentially a computer on a payment card that with new levels of security and certainty in the cardholder’s
use chip cards in Canada. Approximately 600,000 stores software and data in a way that is virtually impossible ability to make purchases.
Canadian merchant locations will require hardware to copy. When used with an EMV-compliant terminal, the - . -

. . . . . . . . In addition, a chip card’s ability to hold software can enable
replacement to EMV-compliant (chip-reading) terminals chip can mak e pre-arranged decisions — such as, in certain .

q . . . the card to carry multiple payment and non-payment

with PIN pads. cases, approving or declining transactions.

applications, allo wing payment cards to offer cardholders
and mer chants with a whole new level of utility and
convenience.
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Chip & PIN migration wiill
achieve several objectives

. Protect the integrity of Canada’s payment card system
Payments lie at the very heart of commerce. While the
infrastructure for magnetic stripe cards is well protected
by banks, chip represents the logical evolution of payment
security. Improving payment security through chip card
migration will continue to ensure cardholder and merchant
confidence in the Canadian payment system.

. Realize new payment efficiencies

Chip card technologies have built-in mechanisms that can
reduce and even eliminate costs in time and labour
associated with magnetic stripe card transactions. For
example, when fully implemented and a critical mass of
cards are issued, benefits can include easier terminal
upgrades and maintenance, online connectivity, chargeback
and dispute resolution, signature authentication, paper
receipt handling and even point-of-sale (POS) lineups.

A 2004 pilot study by Visa Canada confirmed that
PIN-based transactions are approximately 15% faster
than signhature-based transactions.
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3. Create infrastructure that drives new services

Chip card migration will help provide an enhanced
infrastructure to allow for the delivery of new value-added
services in the form of payment and non-payment
applications.

« New payment applications
» Stored value applications — eCash/ePurse
— Public transit fares
— Road tolls
— Rapid, low-value transactions
— Remote, offline and contactless payments
— Payments at unattended services, such as ticketing
and vending machines
- Secure access to:
— Computer networks
— Internet
— Online banking
— Office buildings and other secure sites
- Authentication and identity details
- Value-added applications, such as electronic loyalty and
rewards programs

The introduction of chip cards is not simply a measure to
improve card security, such as fraud reduction — it’s also an
opportunity for merchants to reduce costs and rethink store
processes, loyalty and rewards programs, inventory tracking
and unattended services.

As merchants consider their next hardware upgrade,
ensuring that devices are chip card capable can help
provide a more timely and cost-effective strategic project.

During the course of the migration, Acquirers will help
mer chants by providing information on how chip card
technologies will affect their businesses, what steps
merchants need to take and when.

The migration to chip and PIN is money well spent because
the technology has the potential to change the way we
pay, reduce fraud and provide unprecedented utility for
cardholders and merchants.

Defining Chip & PIN

What Is Chip & PIN?

Chip and PIN is a new, more secure way to pay with a payment
card. Cardholders simply dip their chip card into a POS card
reader and then enter a PIN on a keypad instead of swiping
their card and providing a signature to verify their identity.

A microchip on the card stores data more securely than the
current magnetic stripe, making the card virtually impossible

to counterfeit. When used in conjunction with a PIN (which

the cardholder has kept secure), a chip card proves that
cardholders are who they say they are.

Chip card? EMV?

A chip card is a plastic payment card embedded with a
computer chip, which contains the equivalent of a personal
computer. The chip holds software enabling the card to hold
and update data securely and, in certain cases, approve or
decline transactions.

EMV is the technical specification developed jointly by
Europay International, MasterCard International and Visa
International, outlining the interaction between chip cards
and terminals to ensure global chip card interoper ability.
EMV standards are maintained by EMV Co, an organization
owned and managed by Visa and MasterCard.

For more information on chip technologies and their
definitions, please refer to the Glossary of Chip Terminology
included in this package.



How Chip & PIN Work
at the Point-of-Sale
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PIN vs. Sighature

The most notable difference between paying with a chip card
instead of a magnetic stripe card lies in the way customers
authenticate themselves as cardholders. PIN will become
the primary method of cardholder authentication.

Since the migration to chip cards and PIN will be gradual,
merchant terminals will accept both magnetic stripe and
chip cards for many years to come. The terminal will prompt
the merchant and the cardholder for the appropriate method
of authentication. If a cardholder uses a magnetic stripe
card, a signature will be requested. If a chip card is presented,
the terminal may request either a PIN or a signature, since
some VISA cardholders from EMV-compliant countries
around the world use chip cards, but use signature for
authentication. In either case, the presence of the chip can
provide greater transaction security and cardholder utility if
programmed with usage limits or value-added applications.

6 visa cHIP

A 2004 pilot study by Visa Canada confirmed that
PIN-based transactions can provide a faster checkout
experience. The study found that PIN-based transactions
are approximately 15% faster than signature-based
transactions.

PINs are nothing new to Canadians. Canada ranks
consistently among the world leaders in PIN-authenticated
debit transactions. The actual change in consumer
behaviour for chip cards involves converting cardholders to
dip their card (instead of swiping it) and anticipating a PIN
pad entry (instead of providing a signature) on VISA chip
card transactions.

Unlike magnetic stripe cards, which are swiped, chip cards
are inserted into chip-reading terminals.

Visa supports terminals designed for customers to insert
the chip card into the terminal. The result is a fast, convenient
and more secure point-of-sale experience.

Canadian consumers are ready for PIN authentication for
achip card. Canadians recorded 2.4 billion bank card debit
transactions in 2002, all of which were validated by PIN.
This accounted for almost $105 billion dollars transacted.”

* Source: Interac Association






